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F-Secure Mabile Security™ [Tar $60 3rd Editian)
a 560 Ard Editlors MokiaM7 1, NBD, ESQ, EEL, E740

g Versian 3.0 (6 16 k8] : [
nual [.pdf, 272 KB

15 [.pdf, 38 KB)

Install ?

Mobile Security? q

. After downloading the application

from the web, installation process
will start automatically

Select Yes to accept installation

Note: System installer takes care
of the installation process
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1. Read the License terms

&%); Installer

2. Select OK to continue installation

Mobile Security 3. Application files are automatically
installed in right places in the
device internal memory
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1. In order for the client application
function perfectly, the device
needs to be restarted

& F-Secure Mabile Anti-Virus

F-Sequre Mabile Security™ [far S60 Jrd Cditi
s L Lt 2. In case you have some other
ey TR applications or document or tasks
pdf, 272 KE] open, save them first and do the

restart

Mobile Security
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= .. Installations 1. After restart, go to the default
P ' installation folder
I\ﬁl]”' g 2. Click F-Secure icon to start the
| _ client application
i e B :
_,'- " ” ..__- ol .. . . -
Mail Tor Exc... EEalc vl 3. The client application needs to be
activated to finalize the
installation

F-Secure
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S .~ F-Secure
o, Pty
ACCIvatior

Welcome to F-Secure Mabile
Security™. To enable virus
protection, you need to activate the
update service. Activation allows
F-Secure Mobile Security™ to
download latest updates from the
update service.

]

Opening client application for the
first time starts the activation
process

The welcome screen is displayed

Select OK to continue
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F . F-Secure
: 9

Activation

(&)=

]

If you have a subscription number, |

you can enter It to activate your
service account. You can also select
the free evaluation period. Please
choose the activation type.

o

evaluation

Select activation type

You can change activation type
Options -> Change

. Choose Free evaluation

. Select Done to continue
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-);’ F-Secure
Activation

If you have a subscription number,
you can enter it to activate your
service account. You can also select
the free evaluation period. Please
choose the activation type.

Connection to E?
update server =
needed. Connect now?

1

Connection to the update server
IS needed for activating the client

. select Yes to accept connection

. Anti-Virus opens Internet access

to register the client to antivirus
service

. Activation takes some seconds to

execute
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S .~ F-Secure
T

Activation

Select access point:
& Internet

& Sonera MMS
& Sonera Streaming
& Sonera WAP

. Select Internet access point by

scrolling the list of available
access points

. Select correct internet access

point from the list of available
access points by Select

10
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- (%)
v~ F-Secure
Sl

ACCIvatior

Secure Mobile Security will check
or updates automatically when

a connection to the Internet is
availahle. You can change the
update mode from the settings
VIEW.

]

F-Secure Mobile Security™ opens
the selected Internet access point
and activates the trial period

. The client application

automatically downloads and
installs the latest virus definition
database and prompt to download
latest application updates if
available

11
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1. After installation the client
application prompts user to scan

S .~ F-Secure

¥ Retivatioh 0 device for viruses
F-Secure Mobile Security will check
for updates automatically when 2. Select Yes to run a manual scan
a connection to the Internet is
available. You can change the _
update mode from the settings Note: It is recommended to scan
View. the device for viruses after
installation and activation of the
. ; client application
Scan device for E? PP
3

viruses?

12



Main view

1. After manual scan has concluded
the activation is finished

2. Select Options to view available
menu items

3. Or press Done to close the view
and leave the client application
running in the background

Note: Main view shows “traffic
lights” to help user to see if
he/she needs to take some action
(e.g. run a manual update).

13
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1 Status
Subscription

Valid until 25/05/2010

Last update
26/11/2007 14,03

L.ast full scan

Mot scanned
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Status view

1. Use Tab (press joystick to left or
right) to navigate between the
different information sheets

2. Status view shows the latest
status of subscription

a. expiry date or client validity

3. Last update

a. Date and time of last successful
update

4. Last full scan

a. Shows the date and time of last
full device scan

14



Subscription & Renewal Process

= =
z F-Secure

Main E b
Virus protection

Real-time sranninn
Scan all
Update
Buy
Settings
About

Help

Select

> Click ‘Options’ and
select ‘Buy’

"7 [-Secure
Sub ion i

Renew

> screen displays
process for
subscription — on
business portal

> Once license key is
received click ‘Renew’

-),’ F-Secure
Select method
Subscription Code
Activation with new code

> screen displays an
option to enter
subscription code

> Click ‘OK’
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Select method

Please enter your
subscription code.

> User gets an option
to enter license code.

> Enter the code and
click ‘OK’.

15
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Y 4 1. To view and change settings,
)’ F-Secure select Options-> Settings
Settings
2. Settings view is shown
- Real-time " 3. Select which settings you want to

change by pressing the joystick
down. The available choices are:

Firewall protection

‘ Custom a. Virus protection - Real-time or
manual scanning
Automatic updates b. Firewall protection - Allow all,

Normal, High, Deny all, Custom

c. Automatic updates - Automatic
updates enabled or disabled

I Enabled

16
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Settings > Virus protection mode

Y 4 1. To view and change Scanning
)’ F-Secure mode settings, select Settings -
Settings > Virus protection

2. Select the desired scanning mode
by Options -> Change

B Realtime

Firewall protection 3
i Custom

Automatic updates

. Use joystick to select
4. Select OK to save and close

- Enabled 5. It is recommended to use real-
time scanning mode

17
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Settings > Automatic updates

Y 4 1. To view and change Update
)’ F-Secure settings, select Settings ->
Settings Automatic update

2. Select the desired scanning mode
by Options -> Change

B Realtime

Firewall protection 3
i Custom

Automatic updates

. Use joystick to select

4. Select OK to save and close

- Enabled 5. It is recommended to keep
automatic updates enabled

18
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Settings > Firewall protection mode

O Deny all

O High
O Normal
O Allow all

To view and change firewall
protection mode, select Settings -
>Firewall protection

. Select the desired scanning mode

by Options-> Change
Use joystick to select

Select OK to save and close

Allow all: allows all incoming & outgoing traffic

Normal: all outgoing traffic is allowed,
incoming traffic is blocked and echo requests
are blocked (ICMP is set to stealth mode)

High: only most important outgoing
connections are allowed (web, email, MMS), all
incoming traffic is blocked and echo requests
are blocked.

Deny all: All network traffic is blocked.

Custom: User defined firewall profile. 19



Settings > Custom Firewall protection mode

o7 F-Secure
b3 -
eltings

Virus protection

Firewall protection

Edit F-W Custom Rules
Help

w

TATA

. To change Custom firewall rules

set, select Firewall protection -
> Options -> Edit FW Custom
Rules

. By default the custom firewall

rule set is based on the High
firewall rules

20
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Settings > Custom Firewall protection mode

"
\ ¥ F-5ecure
TCP/UDP 4

watng

Edit rule

Remove rule
Reset rules
Help

Exit

. Use the joystick to scroll the

existing rule set.

. Use Tab to view ICMP and Other

rules

. Select Options to Add rule, or

. Select Edit rule to edit selected

rule on the list

21
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Settings > Custom Firewall Rule > Add rule wam

(Normal rule)

1. Select Options to Add rule, or

~~» F-Secure

?

2. Select Rule name

3. Select Rule type
1. Normal = normal allow rule
2. Trigger = conditional rule (allow

mi" this connection if some other

joing defined connection exist)

L O Incoming 3. Custom = allow certain protocol
2 OBoth

|‘ 4. For normal rule select direction

5. For normal rule select protocol

6. For normal rule select port / port
range
22
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Settings > Custom Firewall Rule > Add rule wam
(Trigger rule)

- F-Secure
?

1. Select Options to Add rule, or
2. Select Rule name
3. Select Trigger Rule type

4. If connection exists

m:ing a. Select protocol

Select port type
Select port / port range

Select protocol

. Select direction

Select port type

O Incoming b.
C.
O Both
&l 5. The allow connection
| ] .. ; l_..:_ .. i __i.:'..; b
C.
d

. Select port / port range

23



Automatic updates

1. Automatic updates connects to
update server when a live data
connection is detected (GPRS,
WLAN etc.)

2. Downloads database updates
(max. 20 Kb) in the background

3. Database updates are
automatically taken into use —Nno
user interaction needed

4. Downloading of the application
updates is verified

24



